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Instructiuni de instalare a semnaturii digitale DIGISIGN pe Mac OS X 10.10
(Yosemite). Aceleasi instructiuni se pot folosi si pentru MAC OS X 10.11 (EIl
Capitan).

Important: nu conectati tokenul inainte de instalare!

Pasul 1 - se descarca driverul token-ului. Ultima versiune de driver la momentul
conceperii acestui ghid se afla la adresa:

ftp:/ /ftp.ines.ro/test/DigiSign /Drivere Aladdin eToken/macintosh/SafeNetAut
henticationClient.9.1.2.0.dmg

Pasul 2 - Se deschide fisierul DMG descarcat mai sus si se lanseaza “SafeNet
Authentication Client 9.1 .pkg”:

00 - SafeNet Authentication Client 9.1
X 2 items -
SafeNet Authentication Uninstall SafeNet
Client 9.1 .pkg Authentication Client 9.1

Se urmeaza pasii de instalare pana la finalizare:

® w Install SafeNet Authentication Client [}

\ Welcome to the SafeNet Authentication Client Installer

’ ¢ Introduction
| D @S;afeNet.

Licensg
Destirvation Select
,

Installation Type Welcome to the Mac OS X Installation Program. You will be
: : guided through the steps necessary to install this software.

Itstallation
| Summary IMPORTANT.
‘ ? For more details, see SafeNet Authentication Client
’ Administrator's Guide.
CSJafeNet.
Continue
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La un moment dat se va cere parola pentru a continua:

~ Installer is trying to install new software. Type

| . your password to allow this.

Username: l |

Password:

7 Cancel j Install Software

Se introduce userul si parola, apoi click pe “Install Software”. In curand
instalarea va fi finalizata:

® 0 @ Install SafeNet Authentication Client o
The installation was completed successfully.
« Introduction

« License -
« Destination Select

)] H G
« Installation Type

« Installation The installation was successful.

¢ Summary The software was installed.

CS/afeNet.

Close

In bara de instrumente apare iconita specifica software-ului pentru token:

2
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Pasul 3 - se conecteaza tokenul la unul dintre porturile USB, apoi click pe iconita
mentionata la pasul anterior si click pe “Tools”:

Bl Eary =

About

Change Token Password
Certificate Information

Exit

Ar trebui sa apara informatiile despre certificat:

® C SafeNet Authentication Client Tools
CSJafeNet. REGRCTR
SafeNet Authentication Client )] i ? &

o Daniel-

e
/ Rename Token

Change Token Password

@ Delete Token Content

p View Token Info

www.safenet-inc.com

Pasul 4 - Se restarteaza computerul (fara restart nu se va putea folosi
certificatul!!

Pasul 5 - Dupa restat se deschide aplicatia “Keychain Access”, care se gaseste in
Applications -> Utilities -> Keychain Access. In lista din stanga sus ar trebui sa
apara certificatul cu numele pe care este emis (primul de sus).

Atentie! In cazul in care nu apare numele deasupra optiunii “login” e nevoie de
un restart pentru finalizarea instalarii certificatului!
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[ NN Keychain Access
é Click to unlock the Daniei--! | keychain. Q
Keychains

g login Gandind ed by: DigiSign Qualified Public

6 Local Items - Expires: Thursday 1 December 2016 16 h 18 min 58 s Eastern European Standard Time

= © This certificate was signed by an unknown authority

(&1 System

B System Foots Name ~ Kind Expires Keychain

L O N EL | tifcate 01Dec 2016 16:18:58  Daniel-l-

Category
A All Items
L. Passwords
Secure Notes
] My Certificates
T Keys
[ Certificates

Copy 1 item

Se da dublu click pe certificat (in partea dreapta) si se deschide un ecran cu mai

multe detali.
| DANIEL
DOBRESCU |

Issued by: DigiSign Qualified Public CA
Expires: Thursday 1 December 2016 16 h 18 min 58 s Eastern European
Standard Time

€3 This certificate was signed by an unknown authority

Coertifiectte

dersndvsed

Rnad

p Trust
v Details

RO
BUCURESTI

Country
Locality
Surname

Given Name
Serial Number
Name
Common Name

Common Name
Organizational Unit
Organization
Country

Bt Rl o

DANIEL

200506245DDP3
DANIE!
DANIE!

DigiSign Qualified Public CA
DigiSign Public CA

DigiSign S.A

RO

DO NE O DA CONA A OO AN T AN DA CE 0N AN

Se da click pe “Trust” si se va deschide un nou set de optiuni. De la prima optiune
“When using this certificate” se alege: “Always trust”:
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DANIEL
W DANIEL

f erliffectle
e A.m,l Issued by: DigiSign Qualified Public CA

| e Expires: Thursday 1 December 2016 16 h 18 min 58 s Eastern European

Standard Time

€ This certificate was signed by an unknown authority

i v Trust

1 When using this certificate: v Use System Defaults 2
L

[

' Secure Sockets Layer (SSL) Always Trust

| ! Never Trust

f

Secure Mail (S/MIME) ne v‘alqe_ spgplﬁed
Extensible Authentication (EAP) ne value specified
IP Security (IPsec) neo value specified

iChat Security ne value §pegifigq

Kerberos Client | nc value specified

Kerberos Server nc value specified

Code Signing ne yalgg Vspegifieq

Dol w w

Time Stamping | no value specified

Toate optiunile se vor transforma in “Always trust”:
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DANIEL-

Cooptifiecte

bovwrdirsed Issued by: DigiSign Qualified Public CA

Expires: Thursday 1 December 2016 16 h 18 min 58 s Eastern European
Standard Time

€3 This certificate was signed by an unknown authority

L

v Trust

When using this certificate: = Always Trust ?

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust

iChat Security Always Trqs_;

Kerberos Client Always Trust

Kerberos Server Always Trust

Code Signing Always Trust

Time Stamping Always Trust

CDODODODED

Se inchide fereastra de pe X din stanga sus, moment in care se cere parola:

P~ You are making changes to your Certificate Trust
Settings. Type your password to allow this.

Username:

Password:

Cancel Update Settings

Se introduce user + parola, apoi click pe “Update Settings”. Acum certificatul nu
va mai avea un X rosu in dreptul lui, ci un + albastru:
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[ NON Keychain Access
@ Click to unlock the Danis|=: keychain. Q
Keychains
éz login Svadont Issued by: DigiSign Qualified Public CA
d’ Cackiitams - Expires: Thursday 1 December 2016 16 h 18 min 58 s Eastern European Standard Time

& © This certificate is marked as trusted for this account
(&1 System

IC) System Roots Nara A~ Kind Expires Keychain

crtificate 01 Dec 2016 16:18:58 Daniel-Petre...

Category
4 All ltems
L. Passwords
Secure Notes
E] My Certificates
(E? Keys
i Certificates

= 4 i Copy 1item
L

In acest momentul poate fi folosit impreuna cu Adobe Reader.

Pasul 6 - Deschidem Adobe Acrobat Reader DC sau Adobe Reader
si deschidem preferences:

VGG EELETE File Edit View Wi

About Adobe Acrobat Reader DC |
About Adobe Plug-Ins...

Preferences... #,
Services P

Hide Adobe Acrobat Reader DC  3H
Hlde Others X $H

" 10W .fl'|

Quit Adobe Acrobat Reader DC  #Q

Se alege din meniul din stanga “Singatures”, apoi in dreapta se da
click pe butonul “More” din dreptul optiunii “Identity & Trusted
Certificates”:

®

S.C. DIGISIGN S.A., J40/8069/2005, RO 17544945, Capital social subscris 1.500.000 RON, Capital social vdarsat 1.500.000 RON,
Cont bancar: RO54 BTRL 0480 1202 W366 21XX, Banca Transilvania — Sucursala Chibrit, Operator de date cu caracter personal nr, 5513




v/ Symantec.
A 1GISIGN SEMNATURA ELECTRONICA | MARCARE TEMPORALA | CERTIFICATE SSL .yman e.c

member of INES GROUP © DEVOTAMENT | STABILITATE | PREOCUPARE | SUPORT TEHNIC 24/7 W%’::;epgsf:;ty

DigiSign S.A. Str. Virgil Madgearu nr. 2-6, Bucuresti, Sector 1, 014135, Romania Tel: 031 620 12 84, Fax: 031 620 12 91, office@digisign.ro  www.digisign.ro

Preferences
Categories:
aital Si
General Digital Signatures
Page Display Creation & Appearance
« Control options for signature creation More...

3D & Multimedia
Accessibility
Adobe Online Services

« Set the appearance of signatures within a document

Email Accounts Yerticason

Forms « Control how and when signatures are verified More...
Identity ————
Internet

JavaScript Identities & Trusted Certificates

Language

Measuring (2D) « Create and manage identities for signing More...

Measuring (3D) = Manage credentials used to trust documents

Measuring (Geo)
Multimedia (legacy) Document Timestamping

Multimedia Trust (legacy)

Reading « Configure t p server More...

Reviewing
Search
Security
| Security (Enhanced)

Spelling

Selectati PKCS#11 Modules and Tokens -> Attach Module

ﬁ Digital ID and Trusted Certificate Settings | 2 X

v Digital IDs Attach Module Detach Module e Refresh

Roaming ID Accounts Module Manufacturer ID Library Path
Digital 1D Files

Windows Digital 1Ds

—_>§PKCS#11 Modules and Tokens

Trusted Certificates

Manage PKCS#11 Modules

This is a list of loaded PKCS#11 modules. You can load additional modules to
gain access to new cryptographic devices

In casuta introduceti calea spre libraria pkcs11:

/Library/Frameworks/eToken.framework/Versions/A/libikeyTokenEngine.dylib si apasati OK.
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Selectati Safenet eToken PLKCS#11 -> Login. Introduceti parola eTokenului si apasati OK.

v Digital IDs Change Password |login Logout e Refresh
Roaming |D Accounts Token Label Status
My Token Logged out
Digital ID Files

Windows Digital |Ds

v PKCS#11 Modules and Tokens

X
-—--__.,_>SafeNet eToken PKCS#11
Token Label: My Token
Wy Token My Token
Trusted Certificates | SafeNet, Inc.
Password: eToken
0059ad75

Dupa ce va logati pe eToken, selectati numele eTokenului din partea stanga, iar in partea din sus

selectati optiunea de “Use for signing”:

ia Digital ID and Trusted Certificate Settings w s
~ Digital I1Ds #'__-_ j - ] -E = Export e Refresh &) Remowe ID
Roaming ID Accounts Name X X Expires
- . NUME PRI ## Use for Signing ‘& 2021.01.17 11:41:06 Z
Digital 1D Files NUME PRI Manage Attribute Certificates 2021.12.05 14:.05:02 Z
Windows Digital 1Ds NUME-Dq = conalize 2021.12.05 14:25:38 Z |
~r PRCS#11 Modules and Tokens
< >
~ SafeMet eToken PRKCS#11
o4 il Tl NUME PRENUME
Trusted Certificates Departament Test
Issued by: DigiSien Qualified CA Class 3 2017

DigiSign S.A.
Valid from: 2018/01/18 14:41:06 +03'00'

Valid to: 2021/01/17 14:41:06 +03'00'
Dugital Signature, Non-Repudiation, Encrypt Keys, Clhent
Authentication, Email Protection, Document Signing,
1.3.6.1.4.1.311.20.2.2

Intended
usage:
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Pasul 7 - Deschidem un document PDF cu Adobe Acrobat Reader DC. Se da click pe
“Tools” apoi pe “Certificates”:

[ ] Digital ID and Trusted Certificate Settings
»  DigitaliDs tjAddlD /UsageOpﬁonsv‘ [°F Gontficate Details (=9 Export &Y Refresh @ Remove D
= , \ . e I < {se] y iemovi
Trusted Certificates / Use for Signing chan... Expires

{ Manage Attribute Certificates

com.apple.sy , Store 2034.1...16:53 Z
com.apple.ke L4 Personalize Store 2034.1...16:57 Z

L panter

Iss‘l‘fy‘f DigiSign Qualified Public CA
DigiSign S.A
Valid 51511202 16:18:58 40200
from:
Valid to: 2016/12/01 16:18:58 +02'00'

Intended Digital Signature, Non-Repudiation, Encrypt Keys, Encrypt Document, Client
usage: Authentication, Email Protection, 1.3.6.1.4.1.311.20.2.2, Document Signing

Close

Se selecteaza certificatul si din meniul “Usage Options” se alege “Use
for Signing”. Apoi se da click pe “Certificate Details”:
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Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
cor P to the sel d entry.

|| Show all certification paths found

=DAN|EL-P Details Revocation  Trust  Policies Legal Notice
Gl Boanie L L@gmail.com>

Issued by: DigiSign Qualified Public CA
DigiSign S.A

Valid from: 2015/12/02 16:18:58 +02'00"

Valid to: 2016/12/01 16:18:58 +02'00°

Intended usage: Digital Signature, Non-Repudiation, Encrypt Keys,
Encrypt Document, Client Authentication, Email
Protection, 1.3.6.1.4.1.311.20.2.2, Document
Signing

SEXDOIL..

@ The selected certificate path is valid.

The path validation checks were done as of 2016/01/24 20:16:52 +02'00"

oK

Se alege din meniul de sus “Trust”:
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Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry. Multiple issuance chains are being displayed because none of the
chains were issued by a trust anchor.

v

=DAN|EL'P Summary  Details  Revocation Policies  Legal Notice

This certificate is not trusted.

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

X X X X X

Perform privileged system operations (networking, printing,
file access, etc.)

Add to Trusted Certificates...

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2016/01/24 19:26:03 +02'00"

OK

Apoi click pe “Add to Trusted Certificates...”:
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Import Contact Settings
Certificate Details

Subjﬂr:t: _1 Dﬁ.N|EL.ﬁﬂ'g mail.com>

Issuer: DigiSign Qualified Public CA
Usage:

Digital Signature, Non-Repudiation, Encrypt Keys, Encrypt Document

Expiration: 01/12/16 16:18:58

A certificate used to sign a document must either be designated as a trust anchor or

chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not perfformed on or above a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Ate mr Hata
uuuuuu L= Or dala

| Certified documents

Dynamic content
Embedded high privilege JavaScript
Privileged system operations

(networking, printing, file access

Help

Se verifica sa fie bifat “Use this certificate as a trusted root” si “Signed documents
or data”, apoi click pe OK.

Click pe OK pe ecranul urmator:

®

S.C. DIGISIGN S.A., J40/8069/2005, RO 17544945, Capital social subscris 1.500.000 RON, Capital social varsat 1.500.000 RON,
Cont bancar: RO54 BTRL 0480 1202 W366 21XX, Banca Transilvania — Sucursala Chibrit, Operator de date cu caracter personal nr, 5513




V' Symantec.
A 1GISIGN SEMNATURA ELECTRONICA | MARCARE TEMPORALA | CERTIFICATE SSL .yman e_c

member of iINES GROUP © DEVOTAMENT | STABILITATE | PREOCUPARE | SUPORT TEHNIC 24/7 W?;‘;episf:;ty

DigiSign S.A.  Str. Virgil Madgearu nr. 2-6, Bucuresti, Sector 1, 014135, Romania Tel: 031 620 12 84, Fax: 031 620 12 91, office@digisign.ro ~ www.digisign.ro

Certificate Viewer
This dialog allows you to view the details of a certificate and its entire issuance chain. The details

correspond to the selected entry. Multiple issuance chains are being displayed because none of the
chains were issued by a trust anchor.

v
QUM DANIEL-P | summary Details Revocation [EINSHN Policies Legal Notice

This certificate is not trusted.

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

X X X X X

Perform privileged system operations (networking, printing,
file access, etc.)

| Add to Trusted Certificates...

@ The selected certificate path is valid.

The path validaticn checks were done as of the signing time:
2016/01/24 19:26:03 +02'00°

OK

Din nou click pe OK, dupa care click pe Close in ecranul “Digital ID and Trusted
Certificate Settings:
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[ ] Digital ID and Trusted Certificate Settings
3 Digital IDs '%'_. Add ID / Usage Options ~ f'? Certificate Details =¥ Export c Refresh &) Remove ID
Trusted Certificates Name ~ |Issuer Storage Mechan... Expires

.mail.com> DigiSig...blic CA Mac K...in Store 2016.1...18:58 Z

com.apple.systemdefault com.a...default Mac K...in Store 2034.1...16:53 Z
com.apple.kerberos.kdc com.a...ros.kdc Mac K...in Store 2034.1...16:57 Z

i pANEL |

e ~: DigiSign Qualified Public CA
D1g151gn SA
alid 2015/12/02 16:18:58 40200

Valid to: 2016/12/01 16:18:58 +02'00'

Intended Digital Signature, Non-Repudiation, Encrypt Keys, Encrypt Document, Client
usage: Authentication, Email Protection, 1.3.6.1.4.1.311.20.2.2, Document Signing

Close_
Apoi clik pe OK pentru a inchide Adobe Preferences:
Preferences

Categories:
onotal Digital Signatures
Page Display Creation & Appearance
SD:& Multinedia : g:tm t:: a;peam:\‘::‘; of signatures within a document e
Accessibility
Adobe Online Services
Email Accounts Jechcaton
Forms! = Control how and when signatures are verified More...
Identity Pccoscne
Internet
JavaScript Identities & Trusted Certificates
Language
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Acum se poate deschide un document PDF pentru a fi semnat. In Adobe Acrobat
Reader DC se da click pe “Tools”, apoi pe “Certificates”:
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Pentru Adobe Reader se alege din meniul din dreapta sus “Fill & Sign”, apoi click
pe “Work with Certificates”:
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» Send or Collect Signatures

» Work with Certificates

Apoi se da click pe “Sign with Certificate”:
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» Send or Collect Signatures
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Sign with Certificate

[jé Time Stamp Document

Apare un mesaj care solicita trasarea unui dreptunghi unde se va plasa
semnatura electronica:

Acrobat Reader

Using your mouse, click and drag to draw
the area where you would like the signature
to appear. Once you finish dragging out the
desired area, you will be taken to the next
step of the signing process.

Do not show this message again

Dupa trasarea dreptunghiului apare confirmarea semnaturii:
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Sign.Dovument.

Sign As: N DAN IEL i (DigiSign...

Issued by: DigiSign Qualified Public CA ~ More Details

Appearance: Standard Text _B

- Digitally signed by -
DANIEL- - DANIEL

Date: 2016.01.24
u 19:05:41 +02'00’
| Lock Document After Signing

Click Reviev:/ tq see if document content R & ow..
may affect signing 2 Rl

Se da click pe “Sign” si se va solicita parola token-ului:

———_————— -

P~ Adobe Acrobat Reader DC wants to use the
“Daniel-................)" keychain.

Please enter the keychain password.

Password:

Se introduce parola primita impreuna cu token-ul si se da click pe “OK”. Se va
deschide o fereastra cu locatia in care sa se salveze documentul semnat digital.
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Dupa ce salveaza documentul ar trebui sa apara in bara de sus mesajul “Signed
and all signatures are valid”:
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IMPORTANT: pentru a putea mai multe documente este necesar urmatorul
proces:
1. Se conecteaza token-ul
2. Se porneste Adobe Acrobat Reader DC si se semneaza documentul
conform pasilor de mai sus
3. Seinchide Adobe Acrobat Reader DC (CMD+Q)
4. Se deconecteaza token-ul

Pasii 1-4 se repeta pentru fiecare document ce se doreste a fi semnat, altfel nu se
va mai cere parola token-ului si nu se va putea completa procesul de semnare.
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